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Part 1. Introduction

The threat landscape keeps breaking records as it becomes more volatile and complex. Most
organizations are experiencing data breaches and security incidents; what's more, they are also
reporting an increase in frequency. Sixty-one percent of organizations represented in this
research had a data breach or cybersecurity incident in the past two years and 55 percent of
respondents say they have experienced more than four to five of these incidents.

The purpose of this research is to learn the extent of the cybersecurity threats facing
organizations and the steps being taken to manage the risks of potential data breaches and
cyberattacks. Ponemon Institute surveyed 650 IT and cybersecurity practitioners in the US who
are knowledgeable about their organizations’ approach to threat and risk management practices.
As shown in Figure 1, in the past 12 months 61 percent of respondents say cybersecurity
incidents have increased significantly (29 percent) or increased (32 percent). Only 21 percent of
respondents say incidents have decreased (13 percent) or significantly decreased (8 percent).
Figure 1. How has the number of cybersecurity incidents changed in the past 12 months?
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The following is a summary of the most salient research findings

An enterprise-wide Cybersecurity Incident Response Plan (CSIRP) is an essential blueprint
for navigating a security crisis. A CSIRP is a written and systematic approach that establishes
procedures and documentation and helps organizations before, during and after a security
incident. Despite the importance of such a plan, less than half of respondents (46 percent) say
their organizations have a CSIRP that is applied consistently across the entire enterprise.
Twenty-six percent of respondents say their CSIRP is not applied consistently across the
enterprise and 17 percent of respondents say it is ad hoc.

Of those organizations with a CSIRP, only 50 percent say it is effective or highly effective.
To improve its effectiveness, CSIRPs need to be applied consistently throughout the
organization. This would ensure that should a data breach occur the response activities would be
uniform and not siloed based on the different functions having different CSIRPs.
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To determine if the plan can deal with incidents that are increasing in frequency and severity, the
CSIRP should be regularly reviewed and tested. However, only 23 percent of respondents say
the CSIRP is reviewed and tested each quarter and 44 percent of respondents say it is reviewed
twice per year (29 percent) or once per year (15 percent). Only 48 percent of respondents say it
is tested by a third party.

Proof that investments in technologies and resources are effective in reducing security
incidents determines how much to allocate to the cybersecurity budget. An average of $26
million was allocated to cybersecurity investments in 2024. To calculate how much to allocate to
the 2024 budget for cybersecurity budgets, organizations focus on evaluating the proven
effectiveness of investments in reducing security incidents (61 percent of respondents),
assessing the threats and risks facing the organization (53 percent of respondents) and analyzing
the total cost of ownership (48 percent of respondents). Only 36 percent of respondents say there
is no formal approach for determining the cybersecurity budget.

More resources are allocated to assessing the effectiveness of organizations’
cybersecurity processes and governance practices. The 2024 cybersecurity budget is being
used to conduct an internal assessment of the effectiveness of their organizations’ security
processes and governance practices (60 percent of respondents), to increase resources
allocated to Identity and Access Management (58 percent of respondents), to purchase more
cybersecurity tools (51 percent of respondents) and to hire more skilled security staff (49
percent).

Compliance practices and cybersecurity insurance are considered the most important
governance activities. Fifty-two percent of respondents say the most important cybersecurity
governance activity is to conduct internal or external audits of security and IT compliance
practices. The second and third most important governance practices are the purchase of
cybersecurity insurance (46 percent of respondents) and establishment of a business continuity
management function (42 percent of respondents).

Cybersecurity insurance is difficult to purchase because of insurers’ requirements. Only
29 percent of respondents say their organizations have cybersecurity insurance. Forty-eight
percent of respondents say they plan to purchase cybersecurity insurance in the next six months
(23 percent) or in the next year (25 percent of respondents). Fifty-two percent of respondents say
it is highly difficult to purchase cybersecurity insurance because of the insurer’s requirements.
Insurers often require having certain policies and technologies in place such as regular scanning
for vulnerabilities that need to be patched, adequate staff to support cybersecurity programs and
policies and multi-factor authentication required for remote access.

The ability to reduce the time to detect, contain and recover from a data breach measures
the effectiveness of cybersecurity threat and risk management programs. The metrics most
often used to report on the state of the cybersecurity risk management program are the time to
detect a data breach or other security incident (47 percent of respondents), time to contain a data
breach or other security incident (43 percent of respondents) and time to recover from a data
breach or other security incident (41 percent of respondents). An enterprise-wide CSIRP is
valuable in enhancing the ability to respond quickly to a data breach.
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Too many cybersecurity tools are hindering a strong cybersecurity posture. Organizations
in this research have an average of 54 separate cybersecurity technologies. Forty percent of
respondents say their organizations have too many cybersecurity tools to be able to achieve a
strong cybersecurity posture. Only 29 percent of respondents say their organizations have the
right number of cybersecurity tools. Not only are there too many tools, only 51 percent of
respondents rate these technologies as highly effective in mitigating cyber risks.

Technology efficiency and integration are key to achieving the right number technologies.
To have the right number of separate security technologies, 53 percent of respondents say it is to
make sure technologies are used efficiently and 51 percent of respondents say it is to make sure
the data is integrated across the technologies deployed.

The primary technologies deployed are network firewalls (NGFW) and intrusion detection
prevention (IDS/IPS), according to 58 percent of respondents. Other technologies most often
deployed are endpoint antivirus (AV) and anti-malware (AM) (51 percent of respondents),
cloud/container security (50 percent of respondents) and endpoint detection and response (EDR)
(48 percent of respondents).

Organizations are investing more in cloud services that go beyond traditional on-premises
security methods. A SASE (secure access service edge) or Security Service Edge (SSE)
architecture combines networking and security as a service function into a single cloud-delivered
service at the network edge. Forty-six percent of respondents say their organizations have
implemented SASE and of these respondents, 42 percent of respondents say their organizations
engaged a third party or system integrator to support the SASE or SSE implementation.

According to the findings there is significant interest in Security Orchestration Automation
and Response (SOAR) adoption. SOAR seeks to alleviate the strain on IT teams by
incorporating automated response to a variety of events. Seventy-three percent of respondents
say their organizations use SOAR significantly (38 percent) or moderately (35 percent).

Cybersecurity use cases for artificial intelligence (Al) and machine learning (ML) models
are on the rise. A ML model in cybersecurity is a computational algorithm that uses statistical
techniques to analyze and interpret data to make predictions or decisions related to security.
Forty-four percent of respondents say their organizations use Al/ML to prevent cyberattacks and
to maintain competitive advantage (49 percent of respondents) and to support their IT security
team (40 percent of respondents). To ensure that Al/ML reduces cybersecurity risks and threats,
59 percent of respondents say they use Al vulnerability scanning, an Al firewall (52 percent of
respondents) and adversary TTP training for security staff (47 percent of respondents).

Best practices of high performing organizations

In this section, we provide an analysis of high performers based on how respondents rated the
effectiveness of their organizations’ cybersecurity risk programs in mitigating cyber risks on a
scale from 1 = low effectiveness to 10 = high effectiveness. The high performers rated their
organizations’ effectiveness from 7 to 10 and represents 50 percent of the final sample (325
respondents).

High performers are more likely to have a CSIRP that is applied consistently across the
entire enterprise. Fifty-five percent of high performers have an enterprise-wide CSIRP vs. 37
percent of other respondents.

Chief privacy officers (CPOs) are more likely to be in high performing organizations.
Compliance practices are considered to be one of the most important governance activities. Fifty-
five percent of high performers either have a CPO responsible for compliance (36 percent) or
plan to hire a CPO (19 percent). In contrast, 47 percent of other respondents either have a CPO
(24 percent) or plan to hire (23 percent).
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High performers are more likely to have the right number of cybersecurity tools to achieve
a strong cybersecurity posture. Forty percent of high performers say they have the right
number of separate cybersecurity tools vs. only 18 percent of respondents in the other sample.

High performers are more likely to make the ability to integrate data across technologies a
priority. Fifty-six percent of high performers say to ensure the ability to integrate data across the
technologies is a priority vs. 46 percent of respondents in the other sample.

High performers are more likely to use SOAR significantly. Forty-six percent of high
performers say their organizations use SOAR significantly vs. 30 percent in the other sample.

High performers are leading in ensuring that their AI/ML reduces cybersecurity risks and

threats. Sixty-three percent of high performers say their organizations are using Al/ML to ensure
it reduces cybersecurity risks and threats vs. 55 percent of respondents in the other sample.
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Part 2. Key findings

In this section, we provide a deeper dive into the research. The full findings are presented in the
Appendix of this report. The findings are organized according to the following topics:

= Budgets, staffing and governance practices used to manage cybersecurity risks and threats

=  Cybersecurity technologies and practices used to manage the cybersecurity risk

= Best practices in achieving a strong cybersecurity posture: an analysis of high performing
organizations

Budgets, staffing and governance practices used to manage cybersecurity threats and
risks

An enterprise-wide Cybersecurity Incident Response Plan (CSIRP) is an essential blueprint
for navigating a security crisis. A CSIRP is a written and systematic approach that establishes
procedures and documentation and helps organizations before, during and after a security
incident.

Despite the importance of such a plan, as shown in Figure 2, less than half of respondents (46
percent) say their organizations have a CSIRP that is applied consistently across the entire
enterprise. Twenty-six percent of respondents say their CSIRP is not applied consistently across
the enterprise and 17 percent of respondents say it is ad hoc.

Figure 2. What one statement best describes your organization’s cybersecurity incident
response plan (CSIRP)?

50% 46%
45% -
40% -
35% -
30% -
25% -
20% -
15% -
10% -
5% -
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26%

17%
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Of those organizations with a CSIRP, only 50 percent say it is effective or highly effective.
To improve its effectiveness, CSIRPs need to be applied consistently throughout the
organization. This would ensure that should a data breach occur the response activities would be
uniform and not siloed based on the different functions having different CSIRPs.

To determine if the plan can deal with incidents that are increasing in frequency and severity, the
CSIRP should be regularly reviewed and tested. However, as shown in Figure 4, only 23 percent
of respondents say the CSIRP is reviewed and tested each quarter and 44 percent of
respondents say it is reviewed twice per year (29 percent) or once per year (15 percent). Only 48
percent of respondents say it is tested by a third party.

Figure 3. How often is the CSIRP reviewed and tested?
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25% - 23%
20% - 18%
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10% -
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Cybersecurity budgets are increasing. An average of $26 million was allocated to
cybersecurity investments in 2024. Fifty-nine percent of respondents say this budget increased.
As shown in Figure 4, of these respondents, 46 percent of respondents say the budget increased
from an average of 26 percent to 50 percent (30 percent) or more than 50 percent (16 percent).
Only 11 percent of respondents say the budget decreased and 30 percent say there was no
change.

Figure 4. Approximately, how much did the 2024 IT security budget allocated to
cybersecurity investments increase from 20237
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20%
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Cybersecurity budgets are mostly allocated based on proven effectiveness in reducing
security incidents. As shown in Figure 5, to calculate how much to allocate to the 2024 budget
for cybersecurity budgets, organizations focus on evaluating the proven effectiveness of
investments in reducing security incidents (61 percent of respondents), assessing the threats and
risks facing the organization (53 percent of respondents) and analyzing the total cost of
ownership (48 percent of respondents). Only 36 percent of respondents say there is no formal
approach for determining the cybersecurity budget.

Figure 5. What were the primary factors used to determine how much to allocate to the
2024 cybersecurity budget?
Three responses permitted

Based on proven effectiveness in reducing 61%
security incidents 0

Based on assessments of threats and risks 539
facing the organization °

|

Based on total cost of ownership (TCO) analysis 48%

|

No formal approach for determining the 36%
cybersecurity budget °
A percentage of the organization’s revenue — 36%
A percentage of the organization’s IT budget — 34%
Based on what was allocated to the prior year's 309
o

budget

0% 10% 20% 30% 40% 50% 60% 70%
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More resources will be allocated to assessing the effectiveness of organizations’

cybersecurity processes and governance

practices. As shown in Figure 6, the 2024

cybersecurity budget is being used to conduct an internal assessment of the effectiveness of their
organizations’ security processes and governance practices (60 percent of respondents), to
increase resources allocated to Identity and Access Management (58 percent of respondents), to
purchase more cybersecurity tools (51 percent of respondents) and to hire more skilled security

staff (49 percent).

Figure 6. Does your organization plan to i
More than one response permitted

Conduct an internal assessment of the
effectiveness of our security processes and
governance practices

Increase resources allocated to our Identity and
Access Management (IAM) program

Purchase more cybersecurity tools

Hire more skilled security staff

Increase resources allocated to vulnerability
management

Invest in technical training for existing security
personnel

Secure the cloud

Engage or increase the use of managed
detection and response services

Invest in security training for employees

Increase the use of cyber consultants or third
parties to assess the effectiveness of
cybersecurity threat and risk management
program

Increase resources allocated to our
organization’s privacy & compliance program

Increase resources allocated to software
application security
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Compliance practices and cybersecurity insurance are considered the most important
governance activities. Fifty-two percent of respondents say the most important cybersecurity
governance activity is to conduct internal or external audits of security and IT compliance
practices. As shown in Figure 7, the second and third most important governance practices are
the purchase of cybersecurity insurance (46 percent of respondents) and establish a business
continuity management function (42 percent of respondents).

Figure 7. Which of the following cybersecurity governance activities are most important to
your organization’s cybersecurity posture?
Three choices permitted

Conduct Internal or external audits of security 529
and IT compliance practices °

46%

Purchase cybersecurity insurance

|

Establish a business continuity management

function 42%

|

Segregate duties between IT and business

functions 39%

|

Establish and test incident response
management plan

Establish and test backup and disaster recovery o
plans 30%

36%

I

Align activities to standardized security 259
frameworks (ISO, NIST, CIST etc.) °

Perform risk assessment to evaluate
cybersecurity posture

Other _ 6%
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24%
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Organizations should consider recruiting chief privacy officers (CPOs) and data protection
officers (DPOs) to address privacy and compliance regulations. Despite the importance of
conducting internal or external audits of security and IT compliance practices, only 30 percent of
respondents say their organizations have a CPO and 10 percent of respondents say their
organizations have a DPO responsible for compliance, as shown in Figure 8.

Figure 8. Does your organization have a Data Protection Officer (DPO) or a Chief Privacy
Officer (CPO) responsible for compliance with security and privacy regulations?
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30% -
25% -
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General Data Protection Regulation (GDPR) is the regulation most often cited as a
requirement to comply with. Figure 9 lists the various security and privacy standards, laws and
regulations organizations must comply with. Thirty-four percent of respondents say they must
comply with GDPR, which governs the way in which organizations can use, process and store
personal information. It applies to all organizations within the EU, as well as those supplying
goods or services to the EU or monitoring EU citizens.

Twenty-three percent of respondents say they must comply with Sarbanes-Oxley. Congress
passed the Sarbanes-Oxley Act in 2002 in response to corporate failures and fraud that resulted
in substantial financial losses to institutional and individual investors. The Act contains provisions
affecting corporate governance, risk management, auditing and financial reporting of public
companies, including provisions intended to deter and punish corporate accounting fraud and
corruption.

Figure 9. Which security and privacy standards, laws and regulations must your
organization comply with?
More than one response permitted

General Data Protection Regulation 34%

|

Sarbanes-Oxley 23%

W

Payment Card Industry Data Security Standard 21%

Federal Financial Institutions Examination

Council 21%

I

National Institute of Standards and Technology — 18%
Health Insurance Portability & Accountability Act _ 15%
International Organization for Standardization 149
(1ISO 2700 Series) °
Center for Internet Security _ 13%
Federal Risk and Authorization Management 129
Program °
California Consumer Privacy Act _ 11%
Information Security Forum _ 10%
Federal Information Security Modernization Act 10%
(FISMA ISO 2700 Series) ¢

Cybersecurity Maturity Model Certification

X
ES

Other 3%

Ll

0% 5% 10% 15% 20% 25% 30% 35% 40%
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Cybersecurity insurance is difficult to purchase because of insurers’ requirements. As
shown in Figure 10, only 29 percent of respondents say their organizations have cybersecurity
insurance. Forty-eight percent of respondents say they plan to purchase cybersecurity insurance
in the next six months (23 percent) or in the next year (25 percent of respondents). Fifty-two
percent of respondents say it is highly difficult to purchase cybersecurity insurance because of
the insurer’s requirements.

Insurers may require organizations to have certain policies and technologies in place such as
regular scanning for vulnerabilities that need to be patched, adequate staff to support
cybersecurity programs and policies and multi-factor authentication required for remote access.

Figure 10. Does your organization have cybersecurity insurance?

35% -
30% - 29%
25%
25% - 23% 23%
20% -
15% -
10% -
5% -
0% -
Yes No, but we plan to No, but we plan to We have no plans to
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The ability to reduce the time to detect, contain and recover from a data breach measures
the effectiveness of a cybersecurity threat and risk management program. As shown in
Figure 11, the metrics most often used to report on the state of the cybersecurity risk
management program are the time to detect a data breach or other security incident (47 percent
of respondents), time to contain a data breach or other security incident (43 percent of
respondents) and time to recover from a data breach or other security incident (41 percent of
respondents). An enterprise-wide CSIRP can be important to be able to respond quickly to a data
breach.

To gain enterprise-wide support for cybersecurity efforts, C-level executives and boards of
directors should be regularly briefed on the state of the risk management program. However, only
39 percent of respondents say they provide a formal briefing to senior management and board of
directors and 21 percent of respondents say the report is informal or “ad hoc” report. Only 26
percent of respondents say reports are provided monthly and 30 percent of respondents say it
takes place quarterly.

Figure 11. What metrics are used to report on the state of your organization’s
cybersecurity risk management program?
More than one choice permitted

Time to detect a data breach or other security

incident 47%

|

Time to contain a data breach or other security

incident 43%

|

Time to recover from a data breach or other

security incident 41%

|

Reduction in time to patch software application

vulnerabilities 37%

|

Reduction in data center downtime 34%

Decreased IT security operating costs 33%

I

Assessment of the security of the supply chain 30%

I

Enhanced reputation and trustworthiness 25%

Y

Assessment of the security of sensitive and

confidential data in the cloud 23%

Increased productivity of IT security employees 23%

|

Cyberattacks identified and prevented based on

threat intelligence sharing 15%

|

Other 3%
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0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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Cybersecurity technologies and practices used to manage cybersecurity risks and threats

Too many cybersecurity tools are hindering a strong cybersecurity posture. Organizations
in this research have an average of 54 separate cybersecurity technologies. As shown in Figure
12, according to 40 percent of respondents, their organizations have too many cybersecurity tools
to be able to achieve a strong cybersecurity posture. Only 29 percent of respondents say their
organizations have the right number of cybersecurity tools. Not only are there too many tools,
only 51 percent of respondents rate these technologies as highly effective in mitigating cyber
risks.

Figure 12. What one statement best describes the number of separate cybersecurity tools
owned by your organization?

45% -

40%

40% -
35% -

31%
29%

30% -
25% -
20% -
15% -
10% -
5% -

0% -
We have too many We do not have enough We have the right number of
cybersecurity tools cybersecurity tools cybersecurity tools
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As shown in Figure 13, the primary technologies deployed are network firewalls (NGFW),
intrusion detection prevention (IDS/IPS), according to 58 percent of respondents. Other
technologies most often deployed are endpoint antivirus (AV) and antimalware (AM) (51 percent
of respondents), cloud/container security (50 percent of respondents) and endpoint detection and
response (EDR) (48 percent of respondents).

Figure 13. Which technologies has your organization deployed?

Network Firewalls, Intrusion Detection/Prevention 58%

|

Endpoint antivirus Antimalware 51%

Cloud/container security 50%

|

Endpoint Detection and Response

|

48%

Security Information and Event Management 45%,

I

Extended Detection and Response Platform 43%

Web Application Firewalls 42%

|

None of the above 5%

L}

0% 10% 20% 30% 40% 50% 60% 70%

Technology efficiency and integration are key to achieving the right number of
technologies. As shown in Figure 14, to have the right number of separate security technologies,
53 percent of respondents say it is to make sure technologies are used efficiently and 51 percent
of respondents say it is to make sure data is integrated across the technologies deployed.

Forty-seven percent of respondents say their organizations have engaged a managed security

services provider (MSSP) and of these respondents, 55 percent of these respondents say they
are involved in providing cloud security advice and support.

Figure 14. Which activities are important to ensuring your organization has the right
number of security technologies?
Two choices permitted

Ensure the efficient use of our technologies — 53%

Ensure the ability to integrate data across the _ 519
technologies °

Ensure visibility into the technologies we have _ 47%

Reduce redundancy in the use of technologies _ 43%

Other F 6%

0% 10% 20% 30% 40% 50%  60%
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Reducing the risk caused by vulnerabilities is a priority. As shown in Figure 15, the most

important cybersecurity activities considered i

mportant to threat and cyber risk management are

to enable efficient vulnerability management (57 percent of respondents), enable adaptive
perimeter controls (53 percent of respondents) and consume and apply threat intelligence (51

percent of respondents).

Figure 15. Which cybersecurity activities are considered most important to threat and

cyber risk management?
More than one choice permitted

Enable efficient vulnerability management
Enable adaptive perimeter controls

Consume and apply threat intelligence

Establish metrics or capability maturity model for
management reporting

Manage endpoints and mobile devices

Curtail unauthorized access to and sharing of
sensitive or confidential data

Ensure continuous data backups and disaster
recovery operations

Curtail delivery of malware and social
engineering attacks

Curtail end-user access to insecure Internet
sites, networks and web applications

Pinpoint and monitor anomalies in network traffic
and suspicious user behavior (e.g. UBA)

Curtail botnets and distributed denial of service
attacks

Secure access to cloud-based applications and
infrastructure

Other
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A SASE (secure access service edge) or Security Service Edge (SSE) architecture
combines networking and security-as-a-service function into a single cloud-delivered
service at the network edge. This enables an organization to support dispersed remote and
hybrid users automatically by connecting them to nearby cloud gateways as opposed to
backhauling traffic to corporate data centers. It also provides consistent secure access to all
applications while maintaining full visibility and inspection of traffic across all ports and protocols.

Forty-six percent of respondents say their organizations implemented SASE and of these
respondents, 42 percent of respondents say their organizations engaged a third-party or system
integrator to support the SASE or SSE implementation.

Security Orchestration Automation and Response (SOAR) seeks to alleviate the strain on
IT teams by incorporating automated response to a variety of events. As shown in Figure
16, 73 percent of respondents say their organizations use SOAR significantly (38 percent) or
moderately (35 percent).

Figure 16. What best describes your organization’s use of Security Orchestration
Automation and Response (SOAR)?

40% - 38%

35%

35% -
30% -
25% -
20% - 18%
15% -
10% - 9%

5% -

0% -
Significant use Moderate use Insignificant use We don’t use SOAR

Ponemon Instituteo Research Report Page 18



Ponem=n

INSTITUTE

A machine learning (ML) model in cybersecurity is a computational algorithm that uses
statistical techniques to analyze and interpret data to make predictions or decisions
related to security. Forty-four percent of respondents say their organizations use Al/ML to
prevent cyberattacks and to maintain competitive advantage (49 percent of respondents) and to
support their IT security team (40 percent of respondents), as shown in Figure 17.

Figure 17. Why does your organization use Al/ML?

Two responses permitted

To maintain competitive advantage

To support our IT security team

To improve operational efficiency

To reduce security risks

_ 49%

A 40%

A 59

I a4%

To reduce costs

I 53%

Other F 5%

0% 10% 20% 30% 40% 50% 60%

As shown in Figure 18, to ensure that Al/ML reduces cybersecurity risks and threats, 59 percent
of respondents say they use Al vulnerability scanning, an Al firewall (52 percent of respondents)
and adversary TTP training for security staff (47 percent of respondents).

Figure 18. How is your organization currently ensuring that your Al/ML reduces
cybersecurity risks and threats?
More than one choice permitted

Al vulnerability scanning

|

59%

Al firewall

|

52%
47%
43%

|

Adversary TTP training for security staff

Internal red teaming

|

ML detection and response solution
Data privacy/redaction solutions
Continuous red teaming/testing platform
ML data leak protection solution
External/third-party pen testing

Other
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Forty-four percent of respondents say their organizations have the visibility to be able to monitor
and observe Al usage and threats and are using purchased use case specific tools (35 percent),
automated processes and audits (34 percent) and existing tools (31 percent), as shown in Figure
19.

Figure 19. How is your organization currently monitoring and observing Al usage?

Purchased use-case specific tools 35%

Use automated processes and audits 34%

0% 5% 10% 15% 20% 25% 30% 35% 40%

Ponemon Instituteo Research Report Page 20



Ponem=n

INSTITUTE

Best practices in achieving a strong cybersecurity posture: an analysis of high performers

In this section, we provide an analysis of high performers based on how respondents rated the
effectiveness of their organizations’ cybersecurity risk programs in mitigating cyber risks on a
scale from 1 = low effectiveness to 10 = high effectiveness. The high performers rated their
organizations’ effectiveness from 7 to 10 and represents 50 percent of the final sample (325
respondents).

High performers are more likely to have a CSIRP that is applied consistently across the
entire enterprise. As shown in Figure 20, 55 percent of high performers have an enterprise-wide
CSIRP vs. 37 percent of other respondents.

Figure 20. What best describes your organization’s Cybersecurity Incident Response Plan
(CSIRP)?

60% 1 559
50% -

40% - 37%
30%
30% - 26%
22%
20% - 15%

10% - 8% 7%

0% -
CSIRP is applied A CSIRP thatis not CSIRP is informal or “ad No CSIRP
consistently applied consistently hoc”

= High = Other
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Chief privacy officers (CPOs) are more likely to be in high performing organizations. Fifty-
five percent of high performers either have a CPO responsible for compliance (36 percent) or
plan to hire a CPO (19 percent). Forty-seven percent of other respondents either have a CPO (24
percent) or plan to hire (23 percent), as shown in Figure 21.

Figure 21. Does your organization have a Data Protection Officer (DPO) or a Chief Privacy
Officer (CPO) responsible for compliance with security and privacy regulations and laws?

45% -

39%

40% - 36%
35% -
30% -
25% -
20% -
15% -
10% -
5% -
0% -

23%

12%

10%

l 6%

Yes,our CPOis Yes, our DPOis No, but we planto No, but we planto We do not plan to
responsible for responsible for hire a CPO hire a DPO hire a CPO and/or
compliance compliance a DPO

= High = Other

High performers are more likely to have the right number of cybersecurity tools to be able
to achieve a strong cybersecurity posture (40 percent of respondents vs. 18 percent of
other respondents) as shown in Figure 22.

Figure 22. What one statement best describes your opinion regarding the number of
separate cybersecurity tools owned by your organization?
50% - 47%
45% -
40% -
35% -
30% -
25% -
20% -
15% -
10% -
5% -
0% -

40%

35%

18%

We have too many We do not have enough We have the right number of
cybersecurity tools cybersecurity tools cybersecurity tools

= High = Other
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High performers are more likely to make the ability to integrate data across technologies a
priority. As shown in Figure 23, 56 percent of high performers vs. 46 percent of other
respondents make data integration across technologies a priority.

Figure 23. How important are the following activities in ensuring your organization has the
right number of separate security technologies?

Ensure the ability to integrate data across the = 56%
technologies N 46%

Ensure the efficient use of our technologies =I O/fS%
Ensure visibility into the technologies we have = 519
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While most organizations use SOAR, high performers are more likely to use it
significantly. As shown in Figure 24, 46 percent of high performers vs. 30 percent use SOAR
significantly.
Figure 24. What best describes your organization’s use of Security Orchestration
Automation and Response (SOAR)?
50% 1 469
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High performers are leading in ensuring that their AI/ML reduces cybersecurity risks and
threats. As shown in Figure 25, 63 percent of high performers vs. 55 percent use Al for
vulnerability scanning. Sixty percent of high performers vs. only 44 percent use Al firewalls.

Figure 25. How is your organization currently ensuring that your AI/ML reduces
cybersecurity risks and threats?
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Part 3. Methodology

A sampling frame of 17,850 IT and cybersecurity practitioners in the US who are knowledgeable
about their organizations’ approach to threat and risk management practices were selected as
participants to this survey. Table 41 shows 713 total returns. Screening and reliability checks
required the removal of 63 surveys. Our final sample consisted of 650 surveys or a 3.6 percent
response rate.

Table 1. Sample response Freq Pct%

Sampling frame 17,850 | 100.0%
Total returns 713 4.0%
Rejected or screened surveys 63 0.4%
Final sample 650 3.6%

Pie chart 1 reports the respondent’s organizational level within participating organizations. Forty-
two percent of respondents are at or above the supervisory levels. The largest category at 21
percent of respondents is technician/staff/contractor.

Pie chart 1. Current position within the organization

m C-level executive

m Executive/VP

m Director/manager

m Supervisor

m Staff/technician

m Administrative

m Consultant/contractor

m Other
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As shown in Pie chart 2, 22 percent of respondents report to the chief information officer or head
of corporate IT, 16 percent of respondents report to the head of compliance or internal audit, 15
percent of respondents report to the business unit leader or general manager, and 12 percent of
respondents report to the head of cybersecurity.

Pie chart 2. Direct reporting channel

m ClO or head of corporate IT

m Head of compliance or internal audit

m Business unit leader or general manager
m Head of cybersecurity

m CPO or head of privacy or data protection
m Head of enterprise risk management

m CEO/executive committee

m COO or head of operations

m CFO, controller or head of finance

Pie chart 3 reports the industry classification of respondents’ organizations. This chart identifies
financial services (18 percent) as the largest industry focus, which includes banking, investment
management, insurance, brokerage, payments and credit cards. This is followed by IT and
Technology (10 percent of respondents), industrial and manufacturing (9 percent of respondents),
public sector (9 percent of respondents), energy and utilities, healthcare and retailing (each at 7
percent of respondents).

Pie chart 3. Primary industry classification

m Financial services

mIT & technology

m Industrial & manufacturing
m Public sector

m Energy & utilities

m Healthcare

m Retailing

m Services

m Transportation

m Consumer products

m Pharmaceutical

m Hospitality

m Communications

m Entertainment & media
m Defense & aerospace
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As shown in Pie chart 4, more than half (63 percent) of respondents are from organizations with a
headcount of more than 5,000 employees

Pie chart 4. Worldwide headcount

m More than 75,000
m 25,001 to 75,000
= 10,001 to 25,000
m 5,001 to 10,000

m 1,001 to 5,000
=500 to 1,000

m Less than 500

Part 4. Caveats to this study

There are inherent limitations to survey research that need to be carefully considered before
drawing inferences from findings. The following items are specific limitations that are germane to
most web-based surveys.

= Non-response bias: The current findings are based on a sample of survey returns. We sent
surveys to a representative sample of individuals, resulting in a large number of usable
returned responses. Despite non-response tests, it is always possible that individuals who did
not participate are substantially different in terms of underlying beliefs from those who
completed the instrument.

. Sampling-frame bias: The accuracy is based on contact information and the degree to which
the list is representative of individuals who are IT and cybersecurity practitioners. We also
acknowledge that the results may be biased by external events such as media coverage.
Finally, because we used a web-based collection method, it is possible that non-web
responses by mailed survey or telephone call would result in a different pattern of findings.

. Self-reported results: The quality of survey research is based on the integrity of confidential
responses received from subjects. While certain checks and balances can be incorporated
into the survey process, there is always the possibility that a subject did not provide accurate
responses.
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Appendix: Detailed Survey Results

The following tables provide the frequency or percentage frequency of responses to survey

questions. All survey responses were captured in March 2024.
Survey response Freq
Total sampling frame 17850
Total survey returns 713
Rejected response 63
Final sample 650
Response rate 3.6%
Part 1. Screening
S1. What best describes your organizational role or area of focus? Please select one
choice only. Pct%
Cybersecurity C-level executive 8%
Cybersecurity VP 7%
Cybersecurity director/manager 16%
Leader security operations center (SOC) 8%
Cybersecurity incident response plan (CSIRP) 8%
Security compliance and privacy management 14%
Cybersecurity staff/operations 10%
ITVP 7%
IT director/manager 12%
IT operations 10%
None of the above (stop) 0%
Total 100%
S2. Please check all the activities that you see as part of your job or role. Pct%
Managing budgets 41%
Managing operations 46%
Evaluating vendors 39%
Setting strategy and priorities 33%
Securing systems 54%
Ensuring compliance 28%
Ensuring system availability 23%
Responding to security incidents 30%
None of the above (stop) 0%
Total 294%
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Part 2. Budget for cybersecurity programs
Q1. Approximately, what is the dollar range that best describes your organization’s 2024
IT security budget allocated to cybersecurity investments? Pct%
< $1 million 7%
$1 to 5 million 11%
$6 to $10 million 13%
$11 to $15 million 11%
$16 to $20 million 12%
$21 to $25 million 23%
$26 to $50 million 12%
$51 to $100 million 5%
> $100 million 6%
Unsure (please skip to Q6) 0%
Total 100%
Extrapolated value $ 25.8
Q2. How did the portion of the IT security budget allocated to cybersecurity investments
change in 20247 Pct%
Increased (please skip to Q3) 59%
Decreased (please skip to Q4) 11%
No change (please skip to Q5) 30%
Total 100%
Q3. Approximately, how much did the 2024 IT security budget allocated to
cybersecurity investments increase from 20237 Pct%
Increased less than 5% 12%
Increased between 5% and 10% 20%
Increased 11% to 25% 22%
Increased 26% to 50% 30%
Increased more than 50% 16%
Total 100%
Q4. Approximately, how much did the 2024 IT security budget allocated to
cybersecurity investments decrease from 20237? Pct%
Decreased less than 5% 28%
Decreased between 5% and 10% 23%
Decreased 11% to 25% 27%
Decreased 26% to 50% 15%
Decreased more than 50% 7%
Total 100%
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Q5. How many staff are in your organization’s IT security function? Pct%
Less than 5 5%
5t0 10 7%
11to 20 13%
211030 33%
More than 30 42%
Total 100%
Extrapolated value 23.8
Q6. What were the primary factors used to determine how much to allocate to the 2024
cybersecurity budget? Please select the top three choices only. Pct%
A percentage of the organization’s IT budget 34%
A percentage of the organization’s revenue 36%
Based on assessments of threats and risks facing the organization 53%
Based on proven effectiveness in reducing security incidents 61%
Based on total cost of ownership (TCO) analysis 48%
Based on what was allocated to the prior year’'s budget 32%
No formal approach for determining the cybersecurity budget 36%
Total 300%
Q7. Does your organization plan to invest in any of the following? Please select all that
apply. Pct%
Purchase more cybersecurity tools 51%
Hire more skilled security staff 49%
Invest in technical training for existing security personnel 43%
Invest in security training for employees 39%
Conduct an internal assessment of the effectiveness of our organization’s security
processes and governance practices 60%
Engage or increase the use of managed detection and response services (MDRS) 40%
Engage or increase the use of cyber consultants or other third parties to assess the
effectiveness of our cybersecurity threat and risk management program 37%
Secure the cloud 42%
Increase resources allocated to our Identity and Access Management (IAM) program 58%
Increase resources allocated to vulnerability management 45%
Increase resources allocated to our organization’s privacy & compliance program 35%
Increase resources allocated to software application security 31%
Other (please specify) 0%
Total 530%
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Part 3. Cybersecurity risk management practices
Q8. Who has overall accountability for directing your organization’s efforts to ensure a
strong cybersecurity posture? Please select one choice only. Pct%
Business continuity manager 10%
Business unit leader 11%
Chief executive officer (CEO) 6%
Chief information officer (CIO) 21%
Chief technology officer (CTO) 21%
Chief risk officer (CRO) 8%
Chief information security officer (CISO) 7%
Data protection officer (DPO) 5%
No one person has overall accountability 11%
Other (please specify) 0%
Total 100%
Q9a. Did your organization have a data breach or cybersecurity incident in the past 2
years? Pct%
Yes 61%
No (please skip to Q11a) 35%
Unsure (please skip to Q11a) 4%
Total 100%
Q9b. If yes, how frequently did these data breach or cybersecurity incidents occur
during the past 2 years? Pct%
Only once 15%
2 to 3 times 31%
4 to 5 times 44%
More than 5 times 10%
Total 100%
Q10. How has the number of cybersecurity incidents changed in the past 12 months? Pct%
Significantly increased 29%
Increased 32%
Remained the same 18%
Decreased 13%
Significantly decreased 8%
Total 100%
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Q11a. Please check one statement that best describes your organization’s cybersecurity
incident response plan (CSIRP). Pct%
We have a CSIRP that is applied consistently across the entire enterprise 46%
We have a CSIRP, but it is not applied consistently across the enterprise 26%
Our CSIRP is informal or “ad hoc” 17%
We don’t have a CSIRP (please skip to Q12) 11%
Total 100%
Q11b. If you have a CSIRP, how often is it reviewed and tested? Pct%
Each quarter 23%
Twice per year 29%
Once each year 15%
No set time period for reviewing and updating the plan 15%
We have not reviewed or updated since the plan was put in place 18%
Total 100%
Q11c. Is your CSIRP tested by a third party? Pct%
Yes 48%
No 44%
Unsure 8%
Total 100%
Q11d. Using the following 10-point scale, please rate the effectiveness of your
organization’s CSIRP in minimizing the consequences of a cybersecurity incident from 1
= low effectiveness to 10 = high effectiveness. Pct%
1or2 13%
3or4 16%
50r6 21%
70r8 26%
9o0r10 24%
Total 100%
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Q12. Which security and privacy standards, laws and regulations must your organization
comply with? Please select all that apply. Pct%
California Consumer Privacy Act (CCPA) 11%
Center for Internet Security (CIS) 13%
Cybersecurity Maturity Model Certification (CMMC) 8%
Federal Financial Institutions Examination Council (FFIEC) 21%
Federal Information Security Modernization Act (FISMA ISO 2700 Series) 10%
Federal Risk and Authorization Management Program (FedRAMP) 12%
General Data Protection Regulation (GDPR) 34%
Health Insurance Portability and Accountability Act (HIPAA) 15%
Information Security Forum (ISF) 10%
International Organization for Standardization (ISO 2700 Series) 14%
National Institute of Standards and Technology (NIST) 18%
Payment Card Industry Data Security Standard (PCI-DSS) 21%
Sarbanes-Oxley (SOX) 23%
Other (please specify) 3%
Total 213%
Q13. Does your organization have a Data Protection Officer (DPO) or a Chief Privacy
Officer (CPO) responsible for compliance with security and privacy regulations and laws
listed above? Please select one choice only. Pct%
Yes, our CPO is responsible for compliance 30%
Yes, our DPO is responsible for compliance 10%
No, but we plan to hire a CPO 21%
No, but we plan to hire a DPO 8%
We do not plan to hire a CPO and/or a DPO 31%
Total 100%
Q14. Using the following 10-point scale, please rate the effectiveness of your
organization’s cybersecurity risk program in mitigating cyber risks from 1 = low
effectiveness to 10 = high effectiveness. Pct%
1or2 10%
3or4 21%
50r6 19%
7o0r8 35%
9o0r10 15%
Total 100%
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Q15a. Does your organization report on the state of its cybersecurity risk management
program to C-level executives and/or the board of directors? Pct%
Yes, formal report 39%
Yes, informal or “ad hoc” report 21%
No (please skip to Q16) 40%
Total 100%
Q15b. How often does your organization report on the state of its cybersecurity risk
management program to C-level executives and/or the board of directors? Pct%
Monthly 26%
Quarterly 30%
Annually 21%
No regular schedule 8%
Only following a security incident 15%
Total 100%
Q15c. If yes, what metrics are used to report on the state of your organization’s
cybersecurity risk management program? Please select all that apply. Pct%
Cyberattacks identified and prevented based on threat intelligence sharing 15%
Time to detect a data breach or other security incident 47%
Time to contain a data breach or other security incident 43%
Time to recover from a data breach or other security incident 41%
Reduction in data center downtime 34%
Reduction in time to patch software application vulnerabilities 37%
Increased productivity of IT security employees 23%
Decreased IT security operating costs 33%
Enhanced reputation and trustworthiness 25%
Assessment of the security of the supply chain 30%
Assessment of the security of sensitive and confidential data in the cloud 23%
Other (please specify) 3%
Total 354%
Q16. Does your organization have cybersecurity insurance? Pct%
Yes 29%
No, but we plan to purchase cybersecurity insurance in the next six months 23%
No, but we plan to purchase cybersecurity insurance in the next year 25%
We have no plans to purchase cybersecurity insurance 23%
Total 100%
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Q17. Using the following 10-point scale, please rate the difficulty in purchasing

cybersecurity insurance because of the insurer’s requirements from 1 = not difficult to 10

= highly difficult Pct%

1or2 9%

3or4 18%

50r6 21%

70r8 26%

9or10 26%

Total 100%

Part 4. Cybersecurity tools used to reduce threats and risks

Q18a. Has your organization engaged a managed security services provider (MSSP)

and/ or third-party consultant for your cybersecurity program? Pct%

Yes 47%

No 53%

Total 100%

Q18b. If yes, are they involved in providing cloud security advice and support? Pct%

Yes 55%

No 45%

Total 100%

Q19a. Has your organization implemented SASE or SSE? Pct%

Yes 46%

No 54%

Total 100%

Q19b. If yes, has your organization engaged a third-party or system integrator to support

your SASE or SSE implementation? Pct%

Yes 42%

No 58%

Total 100%
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Q20. Has your organization deployed any of the following technologies? Please indicate
all that have been deployed. Pct%
Cloud/container security 50%
Endpoint Antivirus (AV) Antimalware (AM) 51%
Endpoint Detection and Response (EDR) 48%
Extended Detection and Response Platform (XDR) 43%
Network Firewalls (NGFW) Intrusion Detection/Prevention (IDS/IPS) 58%
Security Information and Event Management (SIEM) 45%
Web Application Firewalls (WAF) 42%
None of the above 5%
Total 342%
Q21. Using the following 10-point scale, please rate the effectiveness of these
technologies in mitigating cyber risks from 1 = low effectiveness to 10 = high
effectiveness. Pct%
1or2 10%
3or4 19%
50r6 20%
7o0r8 27%
9o0r10 24%
Total 100%
Q22. Approximately, how many separate cybersecurity technologies does your
organization own today? Pct%
Less than 10 8%
10 to 20 6%
211030 12%
311050 28%
511075 23%
76 to 100 12%
More than 100 11%
Total 100%
Extrapolated value 54.0
Q23. What one statement best describes your opinion regarding the number of separate
cybersecurity tools owned by your organization? Pct%
We have too many cybersecurity tools to achieve a strong cybersecurity posture 40%
We do not have enough cybersecurity tools to achieve a strong cybersecurity posture 31%
We have the right number of cybersecurity tools to achieve cybersecurity posture 29%
Total 100%
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Q24. How important are the following activities in ensuring your organization has the
right number of separate security technologies? Please select the top two most
important activities. Pct%
Ensure the efficient use of our technologies 53%
Ensure the ability to integrate data across the technologies 51%
Ensure visibility into the technologies we have 47%
Reduce redundancy in the use of technologies 43%
Other (please specify) 6%
Total 200%
Q25. What best describes your organization’s use of Security Orchestration Automation
and Response (SOAR)? Please select one choice only. Pct%
Yes, significant use 38%
Yes, moderate use 35%
Yes, insignificant use 18%
We don’t use SOAR 9%
Total 100%
Q26a. Does your organization use Al/ML to prevent cyberattacks? Pct%
Yes 44%
No (please skip to Q29) 56%
Total 100%
Q26b. If yes, why? Please select the top two reasons. Pct%
To improve operational efficiency 39%
To reduce costs 33%
To support our IT security team 40%
To maintain competitive advantage 49%
To reduce security risks 34%
Other (please specify) 5%
Total 200%
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Q27. How is your organization currently ensuring that your Al/ML reduces cybersecurity
risks and threats? Please select all that apply. Pct%
Adversary TTP training for security staff 47%
Al firewall 52%
Al vulnerability scanning 59%
Data privacy/redaction solutions 41%
Internal red teaming 43%
External/third-party pen testing 33%
Continuous red teaming/testing platform 37%
ML data leak protection solution 36%
ML detection and response solution 41%
Other (please specify) 5%
Total 394%
Q28a. Does your organization have the visibility to be able to monitor and observe Al
usage and threats? Pct%
Yes 44%
No (please skip to Q29) 56%
Total 100%
Q28b. If yes, how is your organization currently monitoring and observing Al usage?
Please select one choice only. Pct%
Purchased use-case specific tools 35%
Use existing tools 31%
Use automated processes and audits 34%
Total 100%
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Q29. Following are cybersecurity activities considered important to threat and cyber
risk management for many organizations. Please select all activities your organization
practices. Pct%
Manage endpoints and mobile devices 45%
Curtail end-user access to insecure Internet sites, networks and web applications 39%
Curtail unauthorized access to and sharing of sensitive or confidential data 42%
Curtail delivery of malware and social engineering attacks 40%
Curtail botnets and distributed denial of service attacks 36%
Enable adaptive perimeter controls 53%
Ensure continuous data backups and disaster recovery operations 41%
Enable efficient vulnerability management 57%
Establish metrics or capability maturity model for management reporting 49%
Pinpoint and monitor anomalies in network traffic and suspicious user behavior
(e.g.UBA) 37%
Consume and apply threat intelligence 51%
Secure access to cloud-based applications and infrastructure 34%
Other (please specify) 6%
Total 530%
Q30. Which of the following cybersecurity governance activities are most important to
your organization’s cybersecurity posture? Please select the top 3. Pct%
Establish and test backup and disaster recovery plans 30%
Establish a business continuity management function 42%
Establish and test incident response management plan 36%
Conduct internal or external audits of security and IT compliance practices 52%
Segregate duties between IT and business functions 39%
Perform risk assessment to evaluate cybersecurity posture 24%
Purchase cybersecurity insurance 46%
Align activities to standardized security frameworks (ISO, NIST, CIST etc.) 25%
Other (please specify) 6%
Total 300%
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Part 5. Organizational and Respondents’ Demographics

D1. What best describes your position level within the organization? Pct%
C-level executive 9%
Executive/VP 7%
Director/manager 19%
Supervisor 7%
Staff/technician 21%
Administrative 16%
Consultant/contractor 12%
Other (please specify) 9%
Total 100%
D2. What best describes your reporting channel or chain of command? Pct%
CEO/executive committee 6%
COOQ or head of operations 4%
CFO, controller or head of finance 4%
CIO or head of corporate IT 22%
CPO or head of privacy or data protection 11%
Business unit leader or general manager 15%
Head of compliance or internal audit 16%
Head of enterprise risk management 10%
Head of cybersecurity 12%
Other (please specify) 0%
Total 100%
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D3. What best describes your organization’s primary industry classification? Pct%
Communications 3%
Consumer products 5%
Defense & aerospace 2%
Energy & utilities 7%
Entertainment & media 3%
Financial services 18%
Healthcare 7%
Pharmaceutical 4%
Hospitality 4%
Industrial & manufacturing 9%
IT & technology 10%
Public sector 9%
Retailing 7%
Services 6%
Transportation 6%
Other (please specify) 0%
Total 100%
D4. What range best describes the full-time headcount of your global organization? Pct%

Less than 500 9%
500 to 1,000 12%
1,001 to 5,000 16%
5,001 to 10,000 23%
10,001 to 25,000 21%
25,001 to 75,000 11%
More than 75,000 8%
Total 100%
Extrapolated value 17,915
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For more information about this study, please contact Ponemon Institute by sending an email to
research@ponemon.org or call at 1.231.938.8800.

Ponemon Institute
Advancing Responsible Information Management

Ponemon Institute is dedicated to independent research and education that advances responsible
information and privacy management practices within business and government. Our mission is to conduct
high quality, empirical studies on critical issues affecting the management and security of sensitive
information about people and organizations.

We uphold strict data confidentiality, privacy and ethical research standards. We do not collect any
personally identifiable information from individuals (or company identifiable information in our business
research). Furthermore, we have strict quality standards to ensure that subjects are not asked extraneous,
irrelevant or improper questions.

Optiv® Security: Secure greatness®

Optiv is the cyber advisory and solutions leader, delivering strategic and technical expertise to
nearly 6,000 companies across every major industry. We partner with organizations to advise,
deploy and operate complete cybersecurity programs from strategy and managed security
services to risk, integration and technology solutions. With clients at the center of our unmatched
ecosystem of people, products, partners and programs, we accelerate business progress like no
other company can. At Optiv, we manage cyber risk so you can secure your full potential. For
more information, visit www.optiv.com.
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